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(SUMMARY) Stealth technology and anti-radar missiles (ARM) are two 98
ney measyres directed against radars, and:win future wars, they will

be serious threats to military radars. Because of this, in the area

of systems aimed against radars, it is necessary to add the two items

of stealth technology and anti-ARM. This article, s concerns the
technologies of stealth aircraft and anti-' :, makes a comprehensive
discussion with iaportant attention paid to their basic principles,

1 . their technological capabilities, and the directions of their

development)<:\//

The threat of electronic interference to unilitary radars has been

I. BACKGROUND

known to everyone from early on (1). However, radars, in the wars of
the future, will also face two very serious threats; thav is,
Stealth technology and anti-radar missiles (ARM). Stealth technology
and electronic interference or countermessures (ECCM) are similar in
that they dre used to cause the radar to be confused and blinded
through "soft" anti-radar techniques. At the same time, the two of
them cause even greater effects., In addition, then, the ARM are the
"hard" counteracting measures for smashing the radars. They also are

enployed along with such measures as bombers and similar
air-to-ground attack systems.

As concerns Stealth technology and ARM research, such nations as
the US and the USSR had already begun it in the 1950's. In the
1960's, the US, in the -2 reconnaissnance planes and the P2V-7's, had
already begun o make use of layers of wave absorbing paint to reduce
radar back scattering and reflection. At the same time, in the
invasion of Vietnan, there were many occurrences of the use of the
first gsneration ARM - the Blackbird. 1In the early 1980's, Stealth
technology underwentv a sudden developuent seeing the appearance and
introduction of a series of Stealth equipped B-1B bombers and other

‘ Stealth cruise missiles and tiny Stealth-type unmanned vehicles.
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It is estimated that, by the end of the 1980's, the US will have 10%
of its military aircraft making use of Stealtn technology. 1In the US,
the ARM has already been developed into its third generation - the
HARM type, which attacks as its targets not only tracking type
fire-control radars, but also, search type warning radars and air

traffic control radars.
As far as the Stealth technclogy of aircraft is concerned, inside

China, there already exist some relatively good articles making
overall discussions of it (2). Stealth technology should include all
measures for reducing the characteristics that make it possible to
detect aircraft. However, the main emphasis is placed on radar wave
return and infrared radiations. Here, we simplify Stealth technology
to include aspects that help aircraft defeat radar:

1. The External FTorm Technology of Reducing the Radar Scattering
Cross Section (RCS) ' :

This includes: (1) the changing of reflections in a backward
direction to non-backward reflections by the use of such shapes as
sharp "needle" noses, delta wings, inverted "V" type tail fins, and
slanted or S shaped engine intake ports (2) the elimination of
exterior shag.s that sroduce mirror surface reflections and angular 99
reflector effects, such as, the blending of fuselage and wings, arc
shaped wings, the use of slanted-typc double vertical fins to replace
vertical rudders (3) the reduction, as much as possible, of the
gsources of reflection, such as,hidden and semi-hidden type engines,
wing-type aircraft shapes, the removal of externally appended objects,
and such nethods as the using of one component to cover up another
component. From materials outside China and from the results of
domestic simulations and test measurements, one can see that exterior
form technologies are capable of causing quite considerable reductions
in the radar back-scattering surface area of aircraft by 10dB or more.
Fig. 1-3 show several types of exterior forms for aircraft which
lower reflection.
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Fig. 1 A Conceptual Design of the ATB Stealth Bombher

Fig. 2 A Conceptual Representation of the Boeing ATF Design

Fig. 3 A Conceptual Representation of the Exterior Form of an

Arc-Shaped Wing Stealth Aircraft




2. The Addition of Surface Wave Absorbing Paint Layers

As far as the wave absorbing paint layers that conformed to the
surface form of the object in a uniform thickness and were used in the
early period were concerned, they were already able to reach
attenuations of 10dB. However, their frequency band was only 20%.

At the present time, such countries as the US and Japan have
manufactured thin layer ferrite paint layer materials and composite
material paint layers of such substunces as ferrites and synthetic
rubber. With these, they have reached attenuations of 20-304B and

a bandwidth of 5-10 GHz. As concerns another type of paint layer that
is 8till in the process of initial study and makes use of the elsments
Polonium and Curium, it makes use of the radiation of ‘a particle
rays to cause the aircraft surface air to ionize forming ¢« layer of
plasma bodies which absordb electromagnetic waves. Then, it is
possible, in an even wider frequency band (1-20 GHz), to get an
attenuation of 10 or more decibels.

3. The Use of Wave Absorbing Materials as Structural Materials
in Aircraft

This includes the taking of wave absorbing materials and wave
transnitting non-metallic materials and forming composite type
structural materials as well as such techniques as the use of
filaments of wave absorbing materials and metals or non-metallic
materials 0 strengthen composite materials formed with resins. These
materials are capable of attenuation functions of 104B or higher in
the centimeter wave lengths.

Besides this, the use of glass filament strengthened resins and
other such non-conducting, wave transmitting materials in order to
replace the original metallic materials of the aircraft is also
capable of lowering the backscatiering of electric waves from the
aircraft and its effects are also approximately 10dB.




4. The Use of Impedance Lcading Technology

On the surface of aircraft, when fissures start and reach the.
cavity body or concentrate as a parameter of impedance, they act as a
load. When the diffruction field of the aircraft itself and the
loading impedance produce a radiation field which has a fixed
direction of orientation of the distant field with equal amplitude and
opposite phase, it 1is capabie of achieving close to a gero field of
scattecing., Also, in this direction, the scattering cross section of

the aircraft is very greatly reduced. The special point about
impedance loading is that it is very effective when the dimencsions of
the aircraft are located in th? region of elsctromagnetic wave
resonance and at the lower end of the optical region, Moreover, with
this type of wavelength, the gzneral exterior form technologies and
wave absorbing paint layers are rot particularly effective.

As concerns the situation regarding the basic operating
principles of ARM and technological development, both inside China and
outside, there have been several comprehensive articles (2,4,5). Here
we only make a simple introduction of them:

1. In general, all ARM's use the waves radiated from the target
radars a3 their tracking and guidunce source. From now on, the ARM's
which will be developed will also be capable of using the associated
alectronagnetic radiations and thermal radiations of the radar
gtatioas as teackiag and guidance sources as well.

2. An ARV, in guiding itself to attack a targe®’ radar, must go
through the scanning, acquisition, lock-on and tracking of that radar
signature. Search and acquisition are normally carried out in
coordination with the radar warming system (RWS) of the onboard radar.
Locking on to the target signal is dore in order to cause the warhead
not to be influenced by interference from the radiations of other
radars and only track the signal of the target radar already selected.
Normally 1lock-on is used on target radar signals which appear on
selector circuits or gate circuits heving the same amplitudes for
carrier frequencies and gate fregquencies. The warheud, during the
launch preparation phase, is guided first to lock-on the target
signal, After launch, it continues to track this signal. During
flight, if it loses the target signal, it guides the nose fron a
tracking status to revert to & search umode. This continues until a

new target sigral is acquired after which it goes back to tracking.
5
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3. In recent years, control and guidance technology haa seen very
great advances. Firat of all, there was the broadening of the
frequency range covered. The firat gensration U3 "Blackbird" umiassile
had to use 13 types of guidance heads in order to be able to cover the
L through K wave ranges. The second generation "Standards"™ were
reduced to two types. In the third generation "Harm" only one type is
needed. Secondly, there was un inciease in the sensitivity of the
guidance heads. They were not only able to acquire target radar
antennas' amain sections, but their secondary and back segments as
well. In this way.it caused the ARM's to be able not only to attack
fire control radars, but also to be able to attack warning guidance
radar, traffic control radar and weather radar. Third is the ability
to make use of micro-mechanical controls; these make it possible to
carry out course presetting of the guidance head which causes the ARM
to possess an autonomous capability to search for, acquire and attack
targets. WMoreover, when there is the appearance of a new threat, it
is only necessary to change to the appropriate software. The "Harm"
has Just this sort of guidance head. Fourth is the addition of
inertial basic data systems (such as in the "Harw" missile) or memory
systens (such as in the "3tandard" amissile). After an ARM has tracked
a target signal for a period of time during its flight and then is
caused to lose its signai, it is still possible, through the use of
these aytems, to cause it to fly toward the target.

IT. ANTI-STEALTH TECHNOLOGY 100

Radar anti-stealth aircraft technological measures can be divided
into two large catagories: (1) as far as counter stealth techniques
are concerned, thee3 cause it to be difficult for the aircraft radar
cross section area to be reduced to the predicted levels. (2) As far
as increasing the search capabilities of radar is concernvd, these
measures make it still possible to detect targets whose RCS has been
reduced due to atealth techniques. When they appear, these two types
of measures are always used in a complementary or combined fasnion.




TYPE NO. 1. CAUSES IT TO BE DIFFICULT 'TO CAUSE THE RADAR CRrROBY
SECTION AREA O® ATRCRAPT TO BE REDUCED T0.THE PROJEBCTEDN LEVELS

(1) THE EMPLOYMENT OF REUATIVRELY LOW RADAR CARRIER PREQUENCIES
This {3 a vary effective aeasurs amoag those designed to reiate to
lowered RCS exterior shape designs in countering stealth techniques.
Such people as D. Moratis of the US Hughes Co. made an analyis of this
aethod in a report at the 1985 Washington International Radar
Conference (RADAR-85) (6). This paper pointed out that, as concerns
airoraft that have alopted low cross section exterior shape designs,
the various component sections in the ncse direction of the craft make
uge of low backward scattering "needle" shapes or angular side forms
{ses Pig. 1). Thair X0S's all change according to the frequency
{avolval., Ta thae optical and resonance regions, the RCS's of needle
shapas and the sgaarsd wavalsngths fora a direct proportion. The
RCS'as of angula" siles and the first degree square of the wavelengths
fora a direct proportion. If one takos the S wave section (3000 MHs)
and uses that as the base datum, then, the detection range against
these targets in the UHF (500 MHz) can be respectively iacreased by
2.5 times and 1.6 times. 1f one works it out on this dasis, in the
meter wave section (150 MHz) it can be raised even mors to 4.5 times
and 2.1 times (see Fig. 4).
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Pig. 4 PFree Space Distance Factors for Exterior Form Design Targets. *
is the RCS of the Target. ¢ is the Constent Coz2fficient. n -

is the Power Order Value. {1) Distance Factor (2) Prequency

(MHz) (The S wave range or band is taken as the standard.)
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In yet another part of the effects of the wmeter waves and UHF on
stealth technology - wave absorbing paint layers also have a
counteracting function. At the present time, the effective frequency
bands for the various types of wave absorbing paint layers occupy only
one section of the 1-20 GHe range. In the future, downward expansion
will also have great difficulty in reaching the meter wave wave band.
This is not only due to the fact that the frequencies of the paint
materials have special characteristics. It is also related to the
thickness required in the paint layer and the wavelengths being
handled. It should be approximately 1/4 to 1/10 the wavelength (7).
It is clear that, in the meter wave band or the UuF wave band, the
thickness of paint layer required reaches several tens of centimeters.
This cannot be accapted by the aircruft. A3 concerns the wave
absorbant composite materials employed in the stealth aircraft, in the
meter wave band and the UHF wave band, their attenuation effects are
limited by frequency noise characteristics and must be lowered a great
deal.

In the futurs, looking with a view to anti-stealth problems,
serious attention will be paid to the search radars and particularly
to the loag cang2 waraing radars of the 1940's, which made wide use of
the meter wave and UHF bands. 38uch people as the Frenchaan Dorey
Jacques, in 1984, at the Paris International Radar Conference
(ICR-84), brought up a new model of uerial warning radar "RIAS" design
(8). This stressed the use of the meter wave band, and suggested the
use of large types of dispersed array and pulse coupression techniques
in order to solve the resolution of forces problem. The US
Westinghouse Co. and Naval TLaboratories cooperated in the test
production of a new type of phase control array warning radar "FSAR"
(Q). This also uses the UHF wave band. PFrom Italy, such persons as
A. PFarina, at the RADAR-35 conference, read a paper which gave a
comprehensive description of the development of search radar
technology (10). 1In it, there was a section which dealt aspecifically
with a discussion of anti-stealth technclogy. Here, they also
selected for use the meter wave wave band to act as the first item in
radar anti-stealth technologies.




As conserns the HF wave band whioh is sven lowser than the weter
wave band, it i{s even more advantageous for anti-stealth technologies.
It mukes no ditffereance {f one apeaks of low RCE exterior form
designa, wave absorbent paint layers or load impedance; in this wave
band none of thea hava any sigaificant effects. Moreover, unost
aircraft have RCS in this wave band which, as compared to the
microwave wave band, must be raised 1-2 orders of magnitude (11).
However, HF, at present, is only succesasfully applied in back
scattering remote observation radars which make us. of ion reflection.
In the future, the low frequency HF band will also be made use of in
the form of ground wave propagation in order to explore remotely
observed targets such a3 low altitude aircraft and surface ships, etc.

(2) ADOPTING FOR USE DOUBLE (MULTIPLE) BASE RADAR SYSTEMS

In doubls: base radar systems, the distance at which the ssnding
station and the receiving station are separated from each other is
ths D, of the two stations. The size of D, and the distance frou
the 2ending station to the target D, or the distance from the
reacaiving station to target D, are of the same order of magnitude.
The tensor angle'#D,Dis, then, the scattering or diffraction angle of
ths target (see ®ig. 5). If thare ara 2 or even wora receiving
statlona, this is what is meant by a multi-base systen.

w/))
‘\\

Pig. 5 Double Base Radar Arrangement Diagram (i) Target (2) Sending
Station (3) Receiving Station

Double (multiple) base system radar, under certain conditions, is
able to countaract or wenken the effects of stealth techniques for
thase reasons:




(1) Under certain conditions, es concerns low RCS exterior form
design aircraft, the use of double .ase radar observation makss it
possible to obtain relatively large RCS values.

For tergets with complex exterior forms, as concerns the RCS
value a,, of'double base radar, when the tensor angle 2 does not
equal 1£0 degrees, it is possible, from the "double base principle"
(12) to obtain this: "For a smooth shiny object being hit with very
short wavelength elec*romagnetic waves from direction g , with a 1014
direction of receipt of 4 , the double base RCS which is obtained is
the same as that for a single base RCS sent out and received in
direction R+# at the same time"., The conditions required by this,
such as, "as smooth shiny object" and "a very short wavelength" are
cervainly not stringent. It is said that, when 250 MHz was used in
actuel tests carried out against B=47 aircraft, it was still possible
to obtain very acceptable results (12). Because of this, when
radiations were directed toward the nose of the aircraft, and received
from directions separated from it by the angle # . then, the double
base RCS for the aircraft was the same as the single base RCS at an
angle P2 off the direction of the nose of the aircraft. In the case
of the normal types of aircraft with low scattering exterior shape
designs, th2 single base RCS in the nose direction is the smallest.
When viewed from the side or the top or from a dive perspective, the
RCS is greatly enlarged. As concerns the double base RCS value ¢o(P)
for these directions, when the angle i8 is relaitively large, it is
far larger than the low RCS value @.0. for the nose direction.

When Pr180° , the "double base principle" is not
appropriate to use. At this time, one has already entered the forward
scattering range. The formula for the forward scattering RCS is:

L}
o e ST

In this formula, 4 is the geometric cross section area of the

target. When X is smaller than the dimensions of the target, 9
can be very large.
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In actual applications, double base radar wust wnake use of
forwvard scattering in order to acquire- large RCS's and the
possiblitias of this happening are very limited. At tne present time,
for the most part we are still operating with the fact that, on the
basis of the double base principle, in non-nose directions, it is
posaible for the general run of low RCS exterior shape design aircratt
to have ralatively largs RCS values. Because of this, it is possible
for us to postulate that, if we make use, under certain conditions, of
the double base radar principle of RCS increase in order to counter
stealth technology, this should cause the combined angle formed from
the angle of radiation and the angle of receipt, directed toward the
aide surface, back surface, or bottom surface of stealth aircraft, as
well as the single base RCS to increase greatly on the given sides.
The bigger the double bas: tensor or extension angle p#  is the
better.

There are many limitations associated with double (multiple)
radar bases all locsted on the ground surface; for example: (1) it is
very difficult to make # > 90 degrees for aircraft at relatively
longe ranges outside the protected area. (2) There is no way to make
the ccmposite angle direction face the Dback surface of the
aircraft. Moreover, the exterior forms of stealth aircraft which we
already know about as shown in Piz. 1 all have back surface direction
RC3's which are relatively large. The use of airborne double

(nultiple) radar bases mak2s it possible to overcone limitation No. 2
for low flying aircraft. In the US "Sanctuary" plan which was
successafully tested in 1980 (this had people selected to act as
"sanctuaries" of "refuges") (13), use was made of exactly this sort of
airborne double base radar as the centerpiece. If it was possible to
take the sending station and position it with a synchronous aerial
satellite, then (1) and (2), as limitations, can both be overcome. 1In
the paper that P.X. Lee of the US read at RADAR-85 (14), he brought up
this type of aerial radar design plan - putting it in a 22,300 mile
high synchronous space satellite with a solar power source. The
advantage of this is that with the aerial transmissions the antenna
gection specifications ( S wave band, 65 English foot diameter) und
the teansaissiog pove~ (27 kW) ware both much smuller than with a
aingl2 base systen. Tue recaiving sections on the ground or in

sircraft a2+ ralatively hidden and not easy to jam or interdict. P.K.
1
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Lee estiinnted that this type of radar, in the wid-1990's, would be
2ble to enter the test production phase and that one could expect to
389 its introducstion after the year 2000.

(11) In double base observations, the results with wave
abgorbing paint layers were relatively low. As an example, Bachman
points out (7) that. in the case of one type of wave abscrbent
material, if electric waves were fired at it in a straight-on
direction, their reflections could be attenuated 254B, but, when they
were fired from a 30 degree angle, they were onlv attenuated 184B. At
T0 degrees, the attenuation dropped again to 54B. In double base
observations, the differences were even greater. When ‘2 approached
130 degrees; that is , when it entered the froantal direction
scattering mode, the RCS for objects with wave absorbent paint layers
almost disappeared.

(ii1i) Load resistance technigues also only have the effect of
counteracting scattering strength for transmissions in the normal or
frontal range or for saall angles to the right or left of it. For
other directions, on the contrary, scattering strength increases.
Because of this, with the use of double base observation, when the
angls # i3 relatively large, thz converse result can be to obtain a
strengthened RCS.

(3) RADAR STATION NZT ORGANIZATION This makes it possible for
gevaral radses to be adbls to obasevse2 aircraft from the side, the back,
or the bottom. This type of counter-stealth technology principle is
the same as the double base gystem in the previous saction for
counteracting RCS-reducing exterior form design technologies.

It is worth introducing here Lhe "radar scoop" hypothesis
introduced by Marshall and others at RADAR-82 (15). They suggest the
use of a type of low-power radar, operated without personnel, and with
a vortical, fan-shaped wave bundle. With the use of this system, it
would be possible to carry out detection of targets flying over them
and automatically broadcast the data to a control center. This type
of "radar scoop" or "radar hedge" is appropriate for placement around
protected zones or along national boundaries. Obviously, they do most
of their observation of targets froun the bottous.

12
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(4) RADAR EMPLOYMENT OF SIGNALS WITH EXTREMELY NARGE BANDWIDTHS
SUCH AS INPULSE SIGNALS

G.M.Hussain, in an article at RADAR-85 (16), analysed and
presented the idea that, againat inpulse signals having bandwidths of
0.5GHz - 10GHz, wave absorbing paiant layers cannot be effective. At
the present time, in the matter of how this type of signal should be
applied to radars, we have reached a capability of detecting distant
targets, and are ia the midst of investigations.

TYPE I11. PRESENTING A DETECTION CAPABILITY ON TARGETS W:.OSE RCS
HAS BEEV REDUCED

(1) TINCREASE RADAR POWER APERTURE AREAS (PA) This is a stupid
nethod. It calls for the commitment of an almost geometrical increase
in resources.

(2) INCREASE THE NUMBER OF PULSES FOR THE PHASE PARAMETERS
EANDLED 1ISAR technology is precisely one of taking all the wave
pulses for target movements in a certain section of course track and,
after going through phase coapensation, accumulating the phase or
coherency parameters. In the case of search radars, the cost of this
technology 13 an iacrease in the search time for a given airspace.

(3) THE USE OF MULTIPLE BASE SYSTEMS As concerns the dispersed
placesunant of a large nuwaber of receiving stations; that is, the use of
"airspace analysis-syanthesis" uwsethods, it allows the multiple point
obgervation of targets turough a large range of angles. Moreover, it
nakas use of the whole of the received scatteriag 2nergy in order to
detect the targets.

(4) SELF-ADJUSTING RECEPTION Radar receivers and signal
processing devices must be able to adjust their reception to nandle
RCS's of 10 to the minus third square meters or less as stealth
targets. At the sane tine, thsre are also counventional targets of
varying sizes (RCS= 1 to approximately 100 square meters). Because of
this, the receivers and signal processing devices nmust have a very
largs operating range. It is required that the Doppler filver
improvenent factor reach 62dB or even higher. Radar pick up dsvices
must be able to filter out large numbers of stray moving targets with
the same level of target RCS as the stealtn targets; for exaaple,
birds, insects, ataospheric phenomena, aand so on, ani so on (10).

15
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(5) ADEQUATE UTILIZATION OF THE POLARIZATION CHARACTFRISTICS OF
TARGETS (17) The polarization characteristics of aircraft are
complex: inputed waves of different polurities can cause obvious
changes in the hackward-~facing RCS. The direction of polarigation of
geattered waves is also commonly different from the direction of
polarity of the inputed waves. Stealth aircraft, in terms of exterior
form design, often make use ~f forms with angular sides. The 102
backscattering strengths of these are intimately related to whether or
not the polarity of the inputed waves is parallel to the angular
gides. Bacause of this, the polarity characteristics for stealth
targets can often be even more obvious than those for conventional
aircraft. If the output polarities of radars can be changed, it is
possible through automatic adjustment to the polarity characteristics
of the stealth target, to cause the maximum possible strength for
backscattering. Rscaption systens can thea take the two types of
polariged returning waves and detect both of them. Morsover, this is
an optimum synthesis, and, because of it, the radar is allowed to
maintain maxiaum deteztion strengtn.

(6) NEW DETECTION TECHNOLOGY IN THE SEARCH FOR WEAK SIGNALS

At the present time, research has already begun on: (1) polar
detection of targets in instantaneous mode back scattering fields.
3teath technology makes aircraft achieve a low RCS and also gives rise
to very high polar strengths in steady state back scattering fields
and instantanzous fields. The problea is how to carry out the
detection. (2) Detection of the target backscattering harmonic wave
component (18). Man-made aircraft all have harmonic wave components
of backscattering. These components certainly do not follow the basic
stealth technology reduction of the basic wave RCS and go down at the
same time. Because of this fact, the received harmonic wave
components are also a source of sirengthened information to be
pursued.

III. COUNTER ARM TECHNOLOGY

Counter ARM technological measures can be divided into three

14




clagsss as shown below.

CLASS I CAUSES ARM AIRBORNE GUIDANCE HEADS 10 HAVE DIPFPLCULTY
- INTERCEPTING AND 'PRACK(NG TARGET SIGJAL RADARS

(1) RADARS MAKE USE OF LOW PROBABILITY INTERCEPT TECHNOLOGY
(LPI) (19) LPI technology includes:

(1) Quick changes of carrier frequency

(2) Repeated fast changes of freguency

These two items make ARM search and reconnaissance systems
have difficulty in separating out and distinguishing target radar
signals.

(3) Ultras low auxiliary section antennas. These cause ARM to
have difficulty in iatercepting and tracking radar signals from radar
auxiliary section radiations. The main sections of search radars are
very aarrow. This is particularly trus of single phuse search (or
frequency scan) three dimensional radars. During the rotation of its
ant=2ana, th2 stop over tiae at each location of a wave sheaf in
space 13 vaery shoet - only several (even down to 1) pulse period.
Because of this, the space or duty ratio of the radar signals that the
ARM receives from the aaian section is extremely suall, and it is
alnost impossidle to track it from the main section signals. However,
the space or duty ratios of the radiation signals from the auxiliary
gections with high "look-up" angles are, then, relatively large. They
ora u sezarch radar tracking target for the ARM. Because of this
fact, gearch cadacs ia particalar aust have ultra low auxiliary
gaction levels with "look up" anglec higher than 45 degrees - lower
than -504B.

Due to the fact that lowered auxiliary sections is also one of
the basic msasures against radar jamming, the ultra low auxiliary
gsection anteanna is already one of the hallmarks of the new radars test
produced in the 1980's. The US 3-D radar AN/TPS-70 and the British
9-723 both huve naxlmua corresponding auxiliary section electrical
levels lower than -40 to -454B. :

(4) Radars make use of large time widths and large bandwidth |
signals, and signal foras can change. When the ARM systen

raconnalgsaacs equipuent is not able to predict the precise form of
the radar gsignal, it is only able to make use of a poorly matched
anplitude detection and non-phase parameter accumulation. At these
times, the signal processing advantage of the reconnaissance receiving
system will be reduced v BT, times (19). In this expression, &
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and T are, respectively, the radar signal bandwidth and time or

duration width., 1In addition, the ARM is able to search out the
dietance of this type of signal, but it will be shortened (BT,
tines.

Two types of close range searcn radars newly test produced by the
US Hughes Co. make use of the LPI technology described above. One is
the T™WS QR (side scan side track - silen; radar) (20). It has a
sharply pointed antenna as well as high speed randon electronic
scanniag of main sections and extremely low electric levels in the
auxiliary - sections. The radiated wave form is a false random noise
modulated continuous wave. In additiou, there is Flexar (active
self-adjusting radar) {21). It has 1400 types of transmitted wave
forms that can be actively changed.

One can point out, by the way, that lowered radar maxiaua

detection distance Raus is also an LPI measure. Theoretically,
by the use of many saall ‘Rea  radars forumed into a net, it is
possible to replace large Ruw radars. In actuality, in

consideration of the requirements of the radars and weapons systems as
sets and the requirements of anti-stealth technology, the Rau of
radars are difficult to force down on the basis of LPI principles.

(2) MAKING USE OF DOUBLE (MULTIPLE) BASE RADAR SYSTEMS

At such times, the receiving stations do not present a source.
ARM have no way to attack. And, the transmitting stations are then
able to set up a method of positioning in places which are difficult
to search out or attack.

(3) RADAR TRANSMISSION CONTROL INCLUDES: (1) Intermittent
transmissions or flicker transmissions have longer durations when the
transmissions stop, than the operational periods by several times.
This causes the ARM to have difficulty in maintaining its tracking.
The US ship-mounted "Joestwin" (name unclear) air defense system has
in it the AN/SPY-1A phase control matrix radar which has this type of
operational mode. The AN/MPQ-53 phase control radar in the US

"Patriot" air defense missile system also has this type of anti-ARM
launch control system, which causes the radar to send out energy only
when needed and to control the amount of it according to requirements.
(2) Search rvadars, ia certaia directions, 4o not traansuit or have
geveral "quiet fan areas". After the 1970's, US and European produced
3-D radars almost all had this type of operational wole and control
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functions. (3) 0ns should immediately shut off the machine; that is,
after dissovery and the ARM shoots,one shoula immediately stop its
traasalssion. Tha asw generation of search raaars and firs conirol
radars all have this contro. apparatus. The British Plessey Company's
low altitude search radar the "Watchman" also takes this action as an
anti-ARM measure (22). (4) "Snap~-shoot" mode. In an air defense
fire powsr group, ouly a designated part of the fire control radars
turn on in order to acquire and track targets. The fire control
radars in the rest of the various fire power units receive the target
course parameters sent around from the control center and passively
track targets. As a target enters a unit's effective fire range, i%
suddenly turns on and rapidly reacts. This mode of operation can also
be appropriately used in air defense search radar nets. (5) Using
other radiations to replace radar transmitted electric waves. During
perionds whsa vadar transumissions are stopped, it is possible to make
a32 37 visible light, infrared and janaing signals sent from eneny
aircraft in order to observe and track them. Outside China, the new
generation of fire control radacs alaost all have viaible 1light or
infrared auxiliary tracking systewg; for exanple, the Swedish 9LV200
gystem and the U3 ADATS system, which both nave television tracking,
infrared angular measurement, and laser rangefinding capabilities.

The Swiss "Sky Guard" system has television tracking and laser
rangefinding capabilitias.

(4) RADAR MOBILI™ As concerns ARM systems searching for target
radarg, 16 13 1212 before the comuenceasnt of combat, taking the
slectronic intelligence for the frieadly area (ELINT) or intelligence
on the disposition of eneuny radars as supplied by electronic
raconaaissance activities for the basic inforuwation. On 9 June 1983,
Israel used ARM's to attack Syria's Becca Valley and the guidance
radars for its 19 SA-6 missile battalions. The attacks were entirely
guccessful. This was due precisely to the fact that beforehand they
went through electrcenic reconnaissance of the dispositions of
sites,giving them a thorough grasp of the area concerned. Moreover,
the Syrian side never made any movements or changes to th positions.
As concerns the new generaution of radars, they are not only short
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range search radars and fire control radars having extremely high
mobility, with the capability, in a few minutes to a few tens of
minutes of setting up or tearing down. 3Xven if one considers such
systems as the US AN/TPS-59, the British S-T13 and S-723 long raage
search radars, all of these are also designed to be capable of setting
up, tearing down, and moving within 1-2 houre.

(5) RADAR EMPLOYMENT OF THE METER BAND OR U{F WAVE BAND

Due to the fact that the nissile body diaweters of ARM's are very
linmited, their guidance heads have no way of installing a large
scale antenna. In order to search and track the target radars, the
aperture of the antenna will generally need to be one wavelength. At
the present time, US and RBuropean ARM's have a maximum missile
aperture of 40 centimeters. Because of this, radars handling
frequency bands of 1 (Hz or less have difficulties. On the basis of
reports, the missile diameter of the long range ARM's in the Soviet
inventory is a maximum of 1 meter and also has difficulty handling
meter band raders. Due to these facts, from now on, the employment of
the ametar band in search radairs and the use of UHF in tracking radars
is a very possible tread.

TYPE II. JAMMING THE ARM GUIDANCE HEAD TRACKING AND CAUSING IT
T0 BE UNABGE TO SCORE DTRKCT HITS ON THE TARGET RADARS

(1) ©Placement of Active Anti-ARM "Bait" (23) Previously, we
already discussed the fact that ARM's, before tracking their targets,
first indicate the frequency of the target signal, arciving at its
direction and duration (sometimes this also includes a repeti%ion
frequeacy) 4al other sach spaecial characteristics, aad, through gate
circuits, locks on. Anti-ARM bait will take the ARM attacking the
target radar and draw it to itself. These characteristics must be the
same a3 thol2 of the radars in question. Moreover, at effective

powers (the sum of the transmitted power and the antennas advantage)
they can be higher thaan the radar auxiliary - section radiations.
Because of this, the bait or decoys which are emplaced to protect
radars have the following r~elakionships to the radars they protect:
(1) Not greater than the range of the radar. It is only necessary to
be outside the destructive power of the ARM; for example, 100-300
meters. FProm the launch point of the ARM, (normally more than 10 km
from the target), the angle of separation between the observing radar
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and the bailt or decoy is smaller than the target angle discrimination
oapability of the ARM guidance head (for example, the Tlackbird is 8
degrees). (2) The decoy frequency and the radar transsisaion

aignal firequency must be very close or the same frequency. This
causes the ARM guidance head to be unable tc discriminate between the
frequencies. (3) If the ARM guidance head has signal repeater
frequency selector circuits, then, the decoy radiations will be
aynctironous with radar transmission signal repeater frequenciea. It
ia beat if one makes the decoy pulses gomewhat in advance of the radar
pulsea (for example 0.1 - 0.2 ¢ ). This makes the ARM guidance
head relatively reliably ' 1lock nn to the decoy pulses. Because of the
other relatsd requirements discussed above, noruwally, the decoy
tranemission power is partially fed off to :. cowponeat or perhaps the
aignal sent in from the radar ig amplified and, after that,
trangnitted out. At this time, the decoy and radar radiation signals
not oaly have btha saqz fraga2aciag sind ar+ 3ynshronons, dbut, they also

have the same phase parameters.
(2) EMPLOYMENT OF RADAR CONNECTING NETS GR PLACEMENT TYPR RADARS

(24,25) If ons wants to jan radar maln section tracking, it is
8till necessary to make use of the two modes of radar connecting net
operation: above. One type of relatively gcod netting mode is to let
the radars be emplaced in a dispersed manner. The various radar
frequenciag ar2 locked oo, ard the transaission pulse durations are
also synchronous. The delay timc from transmission to reception is
capable of being adjusted. This causes these radars, in the search
air space where it is nossible for there to be an ARM attack, to have
trangmitted signals with the maximum overlap components. In order to
prevent anatual inturference between the radars, the transuitted
signals of the varions radarg are ali encoded, and the mutual
influences of the encoded wave forms are very small. Moreover, the
mutually related rulse voltage characteristics are also relatively
good. As concerns the waking of the amplitudes and phases of
overlapping transmission signals continuously change, this is
equivalent to introducing white noise into the guidance heads of ARM.
Therefore, Shis causzas their tracking errors to increase or a
reduction in tracking capabi.ity.

19




The trangmission wyster of -cpurate positioning type radars and
the receiving systeds are separated by several hundred uweters. This
causes the receiving system not to ba threatened by ARM's. The
trananiasion aysteas are composed of 2 or 3 similar transmitters and
antennas. They are also separated by 200 - 300 meters in their
arrangsment. Moreover, they are given the same power, the sume
frequency, lockaed phase, and syachronous operational modes. This
forus a wave sheaf for scanning and tracking targets. ARM's are only
able to track and attack their enargy centers. Normally, this is
their geometrical center. Because of this, the missiles will not
destroy anything in the widile of the radars.

(3) USE OF SERVO-SYSTEM INTERRUPTED TRANSMISSION JAMMING OF ARM
The radar iaterrupted transwuission period is generally of the
sane order of magnitude as the ARM servo-system attenuated oscillation,
with a duty ratio of approximately 0.5. This will cause the
servo-systems of the ARM's to be unuble to function normally and lose
their capabiliily for guided flight. A simple interupted operstional
mode will make the radsr functioning drop. Another type of relatively
complicated mode is radar signals in two different wave bands.
Inttlally, a frequeatly used chaimel ix used to search and track
targets. When an ARM is coming in on a raid, only then does one
gwitch to u second wave band for alternate operations. The ARM locks
on to the original, commonly used signal, and, by the time the switch
takes place can only receive the interupter signal.

TYPE III. THE DISCOVERY OF ARM TRANSMISSIONS

This has already been adopted by many types of radar systems.
For example, the Swiss-produced "Sky Guard" fire control system has a
rglar which includas an AMR warning circuit. Thus, on the basis of
the peculiarlty t'hat the ARM separates from the aircraft carrying it
and woves rapidly in on the base station at a relatively high angle,
identifies the waves returning from the ARM. It gives the alarm, and,
at the same time, automatically controls the antenna and tracks the
ARM returning waves. At this time, it is then possible to use the
Tir3powar of the system itself as interdictiag fire against ths ARM.
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Close range search cadars with relativeiy low data rates must
idcddiatsly dlszover ARM “ransuissiona and this is diffioult. It ia
sald (26), that the U3 air Force has already taken its AN/TPS~43E 3-D
radar and test produced a special use ARM warning detector. This is a
type of elesctronic scanning antsnna 1low power solid-state pulse
Doppler radar. I% is low cost nnd easy to transport. It ia insicalled
in the vicinity of the TP3-43FE with electrical cable connecting the
two. Fach operates in a aseparate frequency band and is able to
discover ARM's coming in to attaock and imwmediately control the TPS-43E
radar and turn it off.

Besides this, it is necessary to point out another matter; that
is, the special characterigtic of the technology guiding and
directing the research and anualysia of enexy ARM is the basic work of
anti~ARM technology. Such people as J. Barbow, in "ARM Simulation 104
Models" (5), sumn2d it up wall., ™As ia shown by recent experiences in
simulating ARM's, it is generally said that it is possible to select
for use a set of ARM paramsters that will be able to overcoms any type
of countermeasures ¥nown to us. By the same token, it is also
certainly possible to design a type of countermeasurs to ovarcome any
type of ARM known".

IV. 3BRIEF CONCLUSIONS

Stealth technology and anti-radar missiles will becowue the aain
threat to military radars. Yowever, opposing these technologies,
there are, at the same time, nuasrous avenuss and broad realus of
investigation. Comuoaly effectiva countermeasures opposing these two
threats include the use of double (multiple) base systeams and
relatively low carrier froquencies. Some technologies also are used
together with anti-electronic Jamaing techniques; for example, low
intercept probability techniques (including ultra low auxiliary °
section antennas, quick changes of frequency rates, active multiple
changes of wncoded signals, and so on), double (multiple) base
systems, extremely weak signal detection and mobile radar
capabilities. Obviously, these technologies are important matters
in current radar technology ressearch.
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